REQUEST FOR PROPOSALS NO. PS20180339
EXPANDING CITY OF VANCOUVER’S EXISTING PUBLIC ELECTRIC VEHICLE CHARGING NETWORK

PART B – CITY REQUIREMENTS 

APPENDIX 1
TECHNOLOGY SERVICES REQUIREMENTS
It is a requirement of this RFP that all proposals to the City answer the questions below.  Complete attached Appendix 1 to Part B – Technology Services Requirements – Word Document.
1 Application Architecture
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	1.1
	Is the application built using .Net or Java?  Provide details
	
	
	
	

	1.2
	Are there server components within the application?  If yes, please provide supported versions
	
	
	
	

	1.3
	Are there database components within the application?  If yes, please provide supported versions.
	
	
	
	

	1.4
	How and where is the configuration metadata stored? Hierarchical XML schemas on the file system and/or database, relational data in database, etc.?
	
	
	
	

	1.5
	Is SMTP supported for email notifications? 
	
	
	
	

	1.6
	Are future versions of the application backwards compatible with earlier ones?
	
	
	
	


2 Deployment Architecture
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	2.1
	Can the application be hosted in a Cloud environment?  If so, which provider.  
	
	
	
	

	2.2
	If hosted, can the application be hosted in a Canadian data centre?  If not, where?
	
	
	
	

	2.3
	Does the application rely on any third party applications that are hosted in an external Cloud? If yes, list
	
	
	
	

	2.4
	If deployed to Cloud, is an RTO (Recovery Time Objective) defined?  If yes, what is it
	
	
	
	

	2.5
	If deployed to Cloud, is a RPO (recovery point objective) defined?  If yes, what is it?  
	
	
	
	

	2.6
	If deployed to Cloud, will City of Vancouver's service be deployed with other customers of the vendor?
	
	
	
	

	2.7
	If deployed to Cloud, will City of Vancouver's data be kept separate from other customers of the vendor?
	
	
	
	

	2.8
	Will City data be backed up, archived, and deleted from the system when needed?  If yes, provide details.  
	
	
	
	

	2.9
	If deployed to the cloud, short listed vendors will be required to additionally complete the Cloud Security Alliance Questionnaire.  Please indicate acceptance of this request. 
	
	
	
	


3 Availability and Scalability
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	3.1
	Is your application N-Tiered? If so describe how the different tiers should be deployed to support 24x7 availability with 99.99% uptime and transparent failover protection.
	
	
	
	

	3.2
	Is there a limit on the number of registered users the package can support? If so, how many?
	
	
	
	

	3.3
	Is there a maximum limit to the amount of transactions, collaborations, events being managed (workflow) that can be handled per session, per day? If yes, how many in each case?
	
	
	
	

	3.4
	Is an average response time for initial page load, page access, and database access confirmed?  If yes, what is it 
	
	
	
	

	3.5
	Does the application maintain transaction and data integrity in failure situations, and if so, how?
	
	
	
	

	3.6
	Does the application maintain transaction logs?
	
	
	
	

	3.7
	Does your application take advantage of any caching technique for loading pages, static content, data, etc?  If so, please describe.
	
	
	
	

	3.8
	Can all administration activities be performed with the application up and running in production?
	
	
	
	


4 User Interface Standards
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	4.1
	Is the web application available as a cross platform mobile app (iOs and Android)?
	
	
	
	

	4.2
	Is the web application available as a responsive web, not requiring download or install by end user?  
	
	
	
	

	4.3
	Is the web based application responsive by design?  (ie HTML5, supports mobile, various screen sizes)
	
	
	
	

	4.4
	Can the web based application align to the City's Digital Style Guidelines?  If yes, describe how. 

City of Vancouver's Digital Style Guidelines:

https://company-66050.frontify.com/d/3vgsw7ZF6Ppb
	
	
	
	


5 Security
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	5.1
	Do users log in with a user ID and password?  Please confirm for both staff and citizen access
	
	
	
	

	5.2
	Is a password history maintained to prevent users from recycling passwords?
	
	
	
	

	5.3
	Can users be forced to change their passwords periodically?  Is the periodicity configurable?
	
	
	
	

	5.4
	Can the system prompt for a new password when the current password is nearing expiration?
	
	
	
	

	5.5
	Can a password minimum length be configured?
	
	
	
	

	5.6
	Can users be locked out after a number of failed login attempts?
	
	
	
	

	5.7
	Can idle users be required to log back in?
	
	
	
	

	5.8
	Can security be managed at a group level?
	
	
	
	

	5.9
	Is there a login in audit trail available?
	
	
	
	

	5.10
	Apart from the above, Do you also support Single Sign On?  If yes, list supported authentication methods?
	
	
	
	

	5.11
	Does the application support the HTTPS protocol?
	
	
	
	

	5.12
	Is there form level validation?
	
	
	
	

	5.13
	Is there Format validation?
	
	
	
	

	5.14
	Is there Content validation?
	
	
	
	

	5.15
	If hosted in the Cloud, does the application/vendor have SIEM?
	
	
	
	

	5.16
	If hosted in the Cloud, does the application complete penetration/vulnerability testing? 
	
	
	
	

	5.17
	If penetration/vulnerability testing has been completed, are the results available to the City?
	
	
	
	

	5.18
	Does your solution comply with all Privacy legislation applicable to the data under consideration:

a) BC's Personal Information Protection Act, SBC 2003 c. 36 

b) Federal Personal Information Protection and Electronic Documents Act, SC 2000 c 5

a) Freedom of Information and Protection of Privacy Act, RSBC 1996, c 165 (FIPPA) 
	
	
	
	


6 Integration
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	6.1
	Does the application support Web Services?  If yes, what protocols?  E.g. JSON/REST, SOAP
	
	
	
	

	6.2
	Is all application data available from the above Web Services? 
	
	
	
	

	6.3
	Is there any access or authorization control of these Web Services?  If yes, describe
	
	
	
	

	6.4
	Does the product support extensibility through publicized and documented APIs? If so, what is the upgrade path for client-developed extensions based on these documented APIs?
	
	
	
	

	6.5
	If web services integrations are supported, do you have a set of standard plug-ins for popular enterprise applications such as SAP, Service Now, etc? 
	
	
	
	

	6.6
	Do you support integrations via file transfers? If so please describe the supported file formats such as CSV, XML, etc.
	
	
	
	

	6.7
	Do you support export of search results or report data in the following file formats:
- XML, HTML, Excel/CSV
	
	
	
	

	6.8
	Does the application support batch User Management?
	
	
	
	


7 Data and Reporting
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	7.1
	Will the City remain the sole owner of all data entered, used, and maintained within the application?   
	
	
	
	

	7.2
	Do you provide a logical data model for the key business objects in your product?
	
	
	
	

	7.3
	Does the application provide out-of-the-box reports? If yes, describe including any leveraged Tools.
	
	
	
	

	7.4
	Can the City use its own reporting Tools with the application?  If yes, which are supported?  Ie SSRS, Power BI, etc.  
	
	
	
	

	7.5
	Can all of the application data be fully extracted for a client's use in internal reporting software?  If yes, describe how?  Is it real-time or batch, how is data exposed - API, file, etc?
	
	
	
	

	7.6
	Can vendor provide details of charging station location (and attributes) to the City for displaying on COV sites (vancouver.ca, open data)?  If yes, provide details. 
	
	
	
	


8 Network
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	8.1
	List network connection protocols/methods for your POI (ie LTE, WIFI)
	
	
	
	


9 Other
	Reference
	Requirement
	Yes
	No
	N/A
	Comments

	8.1
	Can you adapt your call centre functions and processes to align with other call centre functions and processes of the City?
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