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AMENDMENT NO. 1
ISSUED ON AUGUST 16, 2021 
_______________________________________________________________________________

PS20201116 – Cloud Questionnaire (CAIQ) is amended as follows:
1. “Instructions to Respondents” tab:

	The Cloud Questionnaire contains a set of technical questions that assist the City in assessing new applications/software for use by the City if deployed in public cloud.

	Respondents have the option to complete this questionnaire and include it in their initial submissions by the Closing Date.

	Short-listed respondents will be required to complete a complete set of Consensus Assessment Initiative Questionnaire (CAIQ) in order to move forward in the evaluation process.


2. “Cloud Questionnaire” tab:

	Item
	Technical Requirements 
	Proponent's response is required below

	
	
	

	
	
	

	1
	Do you validate the builds against industry-accepted security framework (such as OWASP)?  If yes, please specify which one.
	 

	2
	State if your website works with the following browsers: 
o   Microsoft IE11 (current version: 11.914.17763.0)
o   Google Chrome (current version: Version 79.0.3945.130 (Official Build) (64-bit))
o   Microsoft Edge (current version: Microsoft Edge 44.17763.831.0)
	 

	3
	Does your Application support the HTTPS protocol, using a minimum of TLS1.2?
	 

	4
	Does your Application allow Single Sign On (SSO) via ADFS SAML? If so, which methods are supported? If not, please describe security controls (password requirements, reset requirements, login audit trail, etc.). 
	 

	5
	If deployed to a public Cloud, please specify the physical location (City & Country) for data centers and any external services used by the Application. E.g. Primary data center is Montreal, Canada; Secondary data center is Kelowna, Canada; Mail processor is Calgary, Canada
	 

	6
	(If the Application is to be deployed on-premise at the City):  If your Application requires a web-server, does it support IIS v11 or Apache Tomcat v8.5 or 9.0 running on Windows 2016? If a different version, please indicate.
	 

	7
	(If the Application is to be deployed on-premise at the City):  If your Application requires an Application server, does it support Windows 2016/2019? If a different version, please indicate.
	 

	8
	(If the Application is to be deployed on-premise at the City):  If your Application requires a Database server, does it support SQL 2016/2019 running on Windows 2016/2019 ?  If a different version, please indicate.
	 

	9
	State the Recovery Time Objective (RTO) & Recovery Point Objective (RPO) for the Application.
	 

	10
	State the Application availability / uptime. e.g., Percent / Year - 24*7 / 99.99%. 
	 

	11
	Provide a sample End User Access Conrol audit log to show who accessed the solution, and what kind of transactions have been done. (Logging & Monitoring)  
	 

	12
	Describe how City data would be protected from an integrity/security perspective.  Would the City's data be encrypted at rest? (Data Protection)
	 

	13
	Are any of the below integration patterns supported by the Application?  Indicate which.
1. City pulls from Vendor real-time using RESTful API (GeoJSON, JSON, XML)
2. Vendor pushes to City via RESTful API (GeoJSON, JSON, XML)
3. Scheduled Vendor sFTP transfer to City (GeoJSON, JSON, XML)
4. Scheduled City sFTP transfer to Vendor (GeoJSON, JSON, XML)
	 

	14
	Does each of your solution's "layers" have an authentication mechanism to ensure that Users (e.g.  vendor staff, 3rd-parties, and City) are identified and authenticated using a unique identifier (i.e.  no shared accounts) before being authorized to access and use ANY system/module within the solution and its hosting environment to perform administrative tasks?
	 

	15
	Does the City remain the sole owner of all data entered, used, and maintained by the City within the Application?
	 

	16
	Is there any Personally Identifieable Information captured, contained, or used within the solution?
	 

	17
	Describe how access to Personally Identifieable Data will be restricted, logged and monitored.
	 

	18
	If applicable, is the application fully compliant with the Freedom of Information and Protection of Privacy Act (FIPPA), PIPA and PIPEDA for purposes of the services delivered?  Please refer to:
http://www.bclaws.ca/civix/document/id/complete/statreg/96165_00
http://www.bclaws.ca/civix/document/id/complete/statreg/03063_01
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/
	 

	19
	Does the solution process, transmit or store payment card transactions?
	 

	20
	What protections would you offer to the City to address/mitigate potential company bankruptcy/insolvency?
	 

	21
	Can you provide data backups to the City, for analytics and/or business continuity purposes? If so, please specify the available format(s), mechanism(s) of transfer, and frequency. E.g. Automated XML transfer via SFTP.
	 

	22
	When was your last PEN Test/Vulnerability Scan performed?  Provide a summary of your test results.  (Configuration and Vulnerability Analysis)
	 

	23
	Do you have logging turned on (system, file, network, Application level)?  Are the logs reviewed regularly?  Specify the retention period of those logs. (Logging & Monitoring)
	 

	24
	Describe your firewall to limit traffic to/from your Application to necessary ports that are secured.  (Infrastructure Security)
	 

	25
	Which network ports are accessible from the public network?  (Infrastructure Security)
	 

	26
	State which independent security controls you have in place (to detect, block, monitor, and mitigate any attempts to upload/install/spread viruses/malwares) for: i) vendor end-user (workstations); and ii) backend server environments (e.g. development, testing, production). (Infrastructure Security)
	 

	27
	How are you notified when any critical file has been added/modified/deleted in the server?  (Infrastructure Security)
	 

	28
	Attach, or describe your incident management plan.  How will you notify the City when an incident occurs? (Incident Management/Response)
	 

	29
	Specify or describe redundancy for your server.
	 

	30
	What measures do you have to limit access to your data centre(s) physical facility(ies)?
	 

	31
	If your solution requires any client-side components (i.e. workstation, laptop, browser extention) deployed outside of the server, is your solution's client-side compatible with MS Windows 10 (64bit)?  
	 

	32
	How will you make Application software upgrades (major, minor, maintenance and security, patches, etc.) available to the City?  
	 

	33
	As part of supporting the City's needs, does your solution depend upon any 3rd-party cloud solutions?  If yes, provide details (company name, name of Application, location of data centres).
	 

	34
	Describe if your Solution implements a Role Based Access Control (RBAC) mechanism based on customized User roles to control the level of permissions (e.g. viewing/updating restricted information, performing specific administrative functions).
	 


_____________________________________________________________________________________

All other conditions and specifications remain unchanged.

This amendment must be completed, and attached to the Proposal Form.

If the Proposal has already been submitted, this amendment shall be emailed to bids@vancouver.ca prior to the Closing Time of 3PM Local Vancouver, BC Time, November 5, 2021 as “AMENDMENT NO. 1 to RFP PS20211116 PROVISION OF A MEETING MANAGEMENT SOLUTION”.
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