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REQUEST FOR PROPOSAL “RFP” NO. PS20160463 
Emergency Management System 

ADDENDUM NO. 1 
 

RE: PART   C – Section 15.1.  – SAAS Questionnaire   

PLEASE ADD:  

Section 15.1a – Clould Computing Questionnaire  

Part A – Security and Risk Management 

1. Cloud provider has SLA (service level agreement). Please provide: 

_________________________________________________________ 

_________________________________________________________ 

2. Cloud provider has Privacy and Confidentiality Agreement. Please provide: 

_________________________________________________________ 

_________________________________________________________ 

3. Has the cloud provider had any security breaches? If yes, please provide details: 

_________________________________________________________ 

_________________________________________________________ 

4. Is COV’s data 'safe-harboured' and by who 

Comment: safe-harboured means having a copy of your data stored securely by a 3rd provider 

separate from the cloud provider to guard against data loss and/or the cloud provider ceasing 

business 

_________________________________________________________ 

_________________________________________________________ 

5. What encryption method is applicable to COV data in transmission? 

 

_________________________________________________________ 
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_________________________________________________________ 

6. What encryption method is applicable to COV data in storage? 

_________________________________________________________ 

_________________________________________________________ 

7. Who is responsible for the security of COV data in the Cloud provider organisation? Please 

identify a position in your organization. 

Comment: There are at least 4 components to data security: 1. Firewall, 2. Encryption, 
3. Password Protection and 4. Physical Security (locked doors and such). Any data 
security plan should address all four.  

_________________________________________________________ 

_________________________________________________________ 

8. Who is responsible for privacy and regulatory compliance in the Cloud provider organisation? 

Please identify a position in your organization 

_________________________________________________________ 

_________________________________________________________ 

9. What ability does COV have to audit or view audits of the cloud provider's performance?  

Comment: 3rd party verification of a cloud provider’s security implementation should be one 

of the aspects to establishing trust in a cloud provider. Do they produce audit reports on a 

regular basis that are conducted by reputable 3rd party experts? 

_________________________________________________________ 

_________________________________________________________ 

10. How often does the cloud provider have their security audited? Vulnerability scans? 

Penetration tests?  

_________________________________________________________ 

_________________________________________________________ 

11. Does the cloud provider use any 3
rd

 party service or sub-contractors? 

_________________________________________________________ 

_________________________________________________________ 

12. Does the cloud provider have a disaster recovery/business continuity plan? If yes please 

provide details: 

_________________________________________________________ 

_________________________________________________________ 
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13. Does the cloud provider indemnify COV for losses as a result of using their service? 

_________________________________________________________ 

 

Part B – Compliance 

14. Where are the cloud provider’s servers located? 

_________________________________________________________ 

_________________________________________________________ 

15. Does the cloud provider have multiple storage locations? Where are they? 

_________________________________________________________ 

_________________________________________________________ 

16. Who has access to COV data?  

_________________________________________________________ 

_________________________________________________________ 

17. Does the cloud provider comply with all Privacy legislation applicable to the data under 

consideration?  

i. BC's Personal Information Protection Act, SBC 2003 c. 36  

ii. Federal Personal Information Protection and Electronic Documents Act, SC 2000 c 5  

iii. Freedom of Information and Protection of Privacy Act, RSBC 1996, c 165 (FIPPA)  

Comment: if applicable, you must ensure that all data is stored or accessed only within 
Canada (unless one of the exceptions is met). 

_________________________________________________________ 

_________________________________________________________ 

Part C – Performance 

18. What if a security or privacy breach occurs? 

_________________________________________________________ 

_________________________________________________________ 

19. What if material modifications are made to the cloud service terms? 

_________________________________________________________ 

_________________________________________________________ 



 
 
 
 

Page 4 of 14 

 
 
 

20. Is the COV data available after termination? How long? What format?  

_________________________________________________________ 

_________________________________________________________ 

21. What and how is COV informed  when the SLA, Privacy Policies and Service agreements and 

other underlying policies and/or terms and conditions are changed? 

_________________________________________________________ 

_________________________________________________________ 

Part E – IT Considerations 

22. Is the cloud provider system available 24x7? If not, please provide details: 

_________________________________________________________ 

_________________________________________________________ 

23. Does the cloud provider have at least three types of security? 

Company-based security (intrusion detection and prevention, spam and virus filters, etc.) 

Access-based security (based on identity or role of an individual in your organization) 

Transport-based security (such as Virtual Private Network or VPN, Secure Socket Layer or 

SSL tunneling or encryption) 

 

_________________________________________________________ 

_________________________________________________________ 

24. What are the cloud provider’s Help Desk hours and phone numbers? Operations? Emergency? 

_________________________________________________________ 

_________________________________________________________ 

25. What are the backup systems of the cloud provider?  

Where are they located? 

 

How often do they backup their data?  

Do they have redundant or fail-over systems, such as RAID? 

How will the cloud provider to notify COV if they change backup providers? 

 

_________________________________________________________ 

_________________________________________________________ 

Part F – Reliability 
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26. What is the cloud provider’s "up" history? How is it calculated? 

Comment: “Up” time is the time the cloud provider’s services are available for use. The most 

desired or gold standard is 99.999% of the time 

_________________________________________________________ 

_________________________________________________________ 

27. If the cloud provider’s services have previously gone down, what was the longest time period 

they were down? 

_________________________________________________________ 

_________________________________________________________ 

28. Does the cloud provider provide alternate or offline system if the primary system is down? 

Please provide details: 

_________________________________________________________ 

_________________________________________________________ 

29. What, if any, are the penalties if the cloud provider fails to meet  availability, performance and 

bandwidth representations spelled out in the SLA? 

_________________________________________________________ 

_________________________________________________________ 

30. What reports will the cloud provider provide regarding system reliability? 

_________________________________________________________ 

_________________________________________________________ 

31. What notice will be given for maintenance periods by the cloud provider? 

_________________________________________________________ 

_________________________________________________________ 

32. Are electronic records retained by the cloud provider for a minimum of 7 years from the final 

accounting transaction? How will COV access them after service with the cloud provider is 

terminated? 

_________________________________________________________ 

_________________________________________________________ 
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33. What is the dispute resolution method in the cloud provider’s SLA?  

Is an acceptable audit trail available (and printable) on demand in a comprehensible format?  

Is the audit trail complete – showing all postings into the software? 

_________________________________________________________ 

_________________________________________________________ 

34. In the event of a scheduled outage conflicting with a real world emergency, what are the 

provisions in place by the cloud provider to enable system availability to COV?  

Can the scheduled outage be changed? What is the lead time required? 

Is there an alternate system available for COV during the outage? 

_________________________________________________________ 

_________________________________________________________ 

 

 

Section 15.1B – Privacy Impact Assessment 

 

Introduction 
 
What is a PIA 
 
A Privacy Impact Assessment (PIA) is a foundation tool/process designed to ensure compliance with 
government’s privacy protection responsibilities, including with respect to electronic initiatives. If used 
as part of normal business processes, the PIA can ensure that privacy requirements are identified and 
satisfied in a timely and cost-efficient manner. The PIA can make the difference between a privacy-
invasive and a privacy-enhancing initiative, without compromising business objectives or adding 
significant costs. The PIA process is also designed as an educational tool, since participation in privacy 
impact assessments promotes privacy awareness.  It is important that a PIA be completed during the 
early developmental stages of any program, system or other initiative as a component of the 
project/business plan. 
 
When is a PIA legally required? 
 
Under the Freedom of Information and Protection of Privacy Act, a PIA using a form different from this 
form (which can be obtained from the Director, Access to Information) is required in the case of the City 
undertaking either a "data-linking initiative” or a "common or integrated program or activity."  These 
terms are defined in the Act.  
 
Use the following tables to assess whether your initiative may be either a "data-linking initiative” or a 
"common or integrated program or activity."   If the circumstances described in a table apply, stop 
completing this form and speak with the Director, Access to Information. 
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In case of a confirmed "data-linking initiative” or a confirmed "common or integrated program or 
activity”, the next steps include the completion of a different PIA form, plus advance coordination with 
the provincial Office of the Information and Privacy Commissioner (OIPC) . 
 
Data-linking Initiative 

 

Under FOIPPA, "data linking" and “data-linking initiative” are strictly defined. Answer the 
following questions to determine whether your initiative is likely to be a “data-linking 
initiative” under the Act. If you answer “yes” to all 3 questions, your initiative is probably a 
data-linking initiative. 

1. Personal information from one database is linked or combined with personal 
information from another database; 

yes/no 

2. The purpose for the linkage is different from those for which the personal 
information in each database was originally obtained or compiled;  yes/no 

3. The data linking is occurring between either (1) two or more public bodies or 
(2) one or more public bodies and one or more other entities. 

yes/no 

If you have answered “yes” to all three questions, please contact the Director, 
Access to Information to discuss your initiative. 

 

 
Common or Integrated Program or Activity 

 

Under FOIPPA, “common or integrated program or activity” is strictly defined. Answer the 
following questions to determine whether your initiative is likely to be “a common or 
integrated program or activity” under the Act. If you answer “yes” to all 3 questions, your 
intiative is probably a common or integrated program or activity. 

1. This initiative involves a program or activity that provides a service (or 
services); 

yes/no 

2. Those services are provided through: 
(a) a public body and at least one other public body or other entity working 
collaboratively to provide that service; or  
(b) one public body working on behalf of one or more other public bodies or 
other entities; 

yes/no 

3. The common or integrated program/activity is confirmed by a written 
agreement signed by the City Manager, the City Clerk or the Director of 
Legal Services. 

yes/no 

If you have answered “yes” to all three questions, please contact the Director, 
Access to Information to discuss your initiative. 
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What if my initiative does not include personal information? 
 
If you are commencing a new initiative involving the collection of information, speak to the City’s 
Director, Access to Information.  Often, it makes sense to complete Part 1 of the PIA and submit it to the 
City’s Director, Access to Information even if it is thought that no personal information is involved. This 
ensures that the initiative has been accurately assessed. 
 

Part 1 – General 

 
In the following questions, delete the descriptive text and replace it with your own. 

 

1. Description of the Initiative 
 
This section should provide a general description of the initiative and the context in which it 
functions. This could include the purpose of the initiative, its benefits, the larger process (if any) that 
it is part of, how it functions, the parties involved, etc.   
 
 

2. Elements of Information or Data 

In the table below list the elements of information or data involved in the initiative.  This 
could include client’s name, age, address, work/home email, work/home phone number, 
educational history, employment history, work status, financial information, photos, 
comments on a blog, or information specific to your subject area. 

 

3. Justification/Rationale 

In the table below provide detailed information regarding the justification for the collection 
of the personal information elements that you have listed above. 

Department 
Name: 

 

PIA Drafter:  

Email:  Phone:  

Executive 
Sponsor: 

 

Email:  Phone:  

Data element Comment 
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Part 2 – Protection of Personal Information 
 

In the following questions, delete the descriptive text and replace it with your own. 
 
4. Storage or Access outside Canada 

Please provide a brief description of whether your information can be accessed from outside 
Canada, for example, by a service provider that is repairing a system, or if your information 
is being stored outside Canada, for example, in the “cloud”.  If your data is stored within 
Canada and accessible only within Canada, please indicate this. 

If information will be stored or accessed outside Canada, please also describe any 
preliminary plans as to how you will address Section 30.1 of FOIPPA. You can read or 
download Section 30.1 of FOIPPA here:  
http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00 

  
 

5. Personal Information Flow Diagram and/or Personal Information Flow Table 

Criteria Comments 

Is the initiative directly related to and 
necessary for a City program or activity? 

 

Is all of the information to be collected 
directly related to and necessary for the City 
program or activity? 

 

Have less intrusive data collection measures 
been considered that will meet the 
requirements of the program or activity? 

 

What problem is the system expected to 
address? 

 

How will the system address this problem?  

How will the benefits outweigh any privacy 
invasion resulting from use of the system? 

 

Will each person about whom information is 
collected give consent in writing? 

 

Will information about persons be collected 
directly from the persons themselves and by 
no other means? 

 

http://www.bclaws.ca/EPLibraries/bclaws_new/document/ID/freeside/96165_00
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Please provide a diagram and/or table that shows how your initiative will collect, use, 
and/or disclose personal information (see examples below).  It should also outline the flows 
of personal information wherever it is transmitted or exchanged.  

Depending on the complexity of your initiative, you may choose to provide one general diagram for 
the initiative, and more specific diagrams for particular components.  If multiple organizations will 
collect, use, or disclose personal information, the diagram should identify how each organization is 
involved in the initiative. 

Example: 

 
Examples can be removed and additional lines added as needed. 

 
 
 
 

 

6. Risk Mitigation Table 

Please identify any privacy risks associated with the initiative and the mitigation strategies 
that will be implemented.  Please provide details of all such strategies.  Also, please identify 
the likelihood (low, medium, or high) of this risk happening and the degree of impact it 
would have on individuals if it occurred. 

Examples can be removed and additional lines added as needed. 

Risk Mitigation Table   

 Risk Mitigation Strategy Likelihood Impact 

1. Employees could access personal Contractual terms, etc. Low High 
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information and use or disclose 
it for personal purposes 

2. Request may not actually be 
from client (i.e. their email 
address may be compromised) 

Implementation of identification 
verification procedures  

Low High 

3. Clients’ personal information is 
compromised when transferred 
to the service provider 

Transmission is encrypted and 
over a secure line 

Low High 

4. Inherent risks in sending 
personal information to a client 
via email 

Policy developed to inform clients 
of risk and ask if they would like 
the information via a different 
medium, such as through the mail 

Medium Medium 

 

7. Collection Notice 

If your initiative is collecting personal information directly from individuals you must ensure 
that all individuals involved are told the following: 

1. The purpose for which the information is being collected 
2. The legal authority for collecting it, and 
3. The title, business address and business telephone number of an officer or 

employee who can answer questions about the collection. 

Please include your proposed wording for a collection notice and where it will be located for 
individuals to read before collection takes place.  You can also attach a screen shot or a copy 
of your form where the collection notice would be located.  If you are unsure of what 
language to use here please contact Digital Services of Terms of Use language. 

Part 3 – Security of Personal Information 

If this PIA involves an information system, or if it is otherwise deemed necessary to do so, 
please consult with Digital Services, the Director, Access to Information and/or security 
personnel when filling out this section. They will also be able to tell you whether you will need 
to complete a separate security assessment for this initiative. 
 

8. Please describe the physical security measures related to the initiative (if applicable).  

For example:  locked cabinets, securely stored laptops, or key card access to the building. 

9. Please describe the technical security measures related to the initiative (if applicable).  

For example:  use of firewalls, document encryption, or user access profiles assigned on a 
need-to-know basis. 
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10.  Does your branch/department rely on any security policies?  

Please describe any specific policies and procedures and provide contact details for someone 
who could answer further questions regarding these policies and procedures. 

11. Please describe any access controls and/or ways in which you will limit or restrict unauthorized 
changes (such as additions or deletions) to personal information. 

For example:  role-based access. 

12. Please describe how you track who has access to the personal information. 

For example:  audit trails or physical sign-in and sign-out of files. 

 

Part 4 – Accuracy/Correction/Retention of Personal Information 
 

13. How is an individual’s information updated or corrected? If information is not updated or 
corrected (for physical, procedural or other reasons) please explain how it will be annotated? If 
personal information will be disclosed to others, how will the public body notify them of the 
update, correction or annotation? 

For example:  users have access to update their own information or, notes will be made on a 
case file. 

 

14. Does your initiative involve the use of personal information to make decisions that may directly 
affect individuals?  If yes, please explain. 
 

15.  If you answered “yes” to question 14, please explain the efforts that will be made to ensure that 
the personal information is accurate and complete. 

For example:  check to see that the information was obtained from a reputable source such 
as another government agency.   

16. If you answered “yes” to question 14, do you have a records retention and/or disposition 
schedule that will ensure that personal information is kept for at least one year after it is used in 
making a decision directly affecting an individual? 

If you do not yet have a schedule, please document how these records will be kept until the 
schedule is in place. Please describe retention schedules that apply where retention exceeds 
the one year requirement of FOIPPA. Please contact the Corporate Records Administrator if 
you require assistance. 
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Part 5 –Signatures 
 
 
     

Program/Department Manager  Signature  Date 
 
 
 

Contact Responsible for Systems 
Maintenance and/or Security 
(Signature not required unless they 
have been involved in the preparation 
of this PIA.) 
 
RECEIVED: 
 
 

 Signature  Date 
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Director, Access to Information  Signature  Date 
 
 
 

 

This addendum must be completed, and attached to your Proposal form. 

If you have already submitted your Proposal , this addendum shall be submitted to the 
Purchasing Services Office, City of Vancouver, 453 West 12th Avenue, Vancouver, 
British Columbia, Canada, V5Y 1V4, (Courier Delivery and Drop off is at the 
Information Desk, Main Floor Rotunda of the same address), prior to the Closing 
Time: 3:00:00 pm Local Vancouver, BC Time,  in an envelope clearly marked 
“Addendum No. 1 to Proposal PS20160463: Emergency Management System before the 
closing time of 3:00 p.m, July 11, 2016. 

 

 

NAME OF VENDOR 

 

SIGNATURE OF AUTHORIZED SIGNATORY 

 

DATE 

 


